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Passo 1: Procure o agente na pasta do suporte (\\172.20.12.12) - Ele vai ser encontrado no endereco
“\\172.20.12.12\Suporte\ATIVIDADES ESSENCIAIS\(APPS Formatagdo\Instalagdo Wazuh” o agente é o programa “wazuh-agent-4.4.1-
1.msi”.
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ﬁ Wazuh Agent Setup

Welcome to the Wazuh Agent Setup
Wizard

The Setup Wizard allows you to change the way Wazuh
Agent features are installed on your computer or to remove
it from your computer. Click Mext to continue or Cancel to
exit the Setup Wizard,

Back [ mNext ] | cancal

Passo 2: Inicie a instalagdo - Execute ele e se necessdrio dé a permissdo de administrador.

m Wazuh Agent Manager X
Manage View Help

—~Wazuh v4.4.1

Agent: DSK-005876-DTI (440) - any

Status: Running

Manager IP: 172201279
Authentication key: |NDOWIERTSyOwMDU4NZYtRF

Save | Refresh |

https://wazuh.com  Revision 40406

Passo 3: Configure o agente - Vd em “C:\Program Files (x86)\ossec-agent” e execute o programa “win32ui.exe” e coloque o seguinte
ip “172.20.12.79”, logo apds isso salve no botdo “Save” e vda em “Manage” e “Restart”, logo apds fique apertando Refresh até
aparecer a chave criptografada.

Manutencgdo do Suporte de Maquinas - 2




-
MA_SM-04 Codigo | .
MA_SM- v u
Nome do documento . . 04 01 |
INSTALACAO E MANUTENCAO DO WAZUH DO TNALSEONTAR

E¥ Administrador: Windows PowerShell - [m] X

Passo 4(Opcional): Executar instalagéio via comando PowerShell - Execute o PowerShell como administradore e coloque o seguinte
comando: “Invoke-WebRequest -Uri https://packages.wazuh.com/4.x/windows/wazuh-agent-4.6.0-1.msi -OutFile S{env.tmp}\wazuh-
agent; msiexec.exe /i S{env.tmp}\wazuh-agent /q WAZUH_MANAGER='172.20.12.79'
WAZUH_REGISTRATION_SERVER='172.20.12.79' “e logo em seguida execute “NET START WazuhSvc” para iniciar o programa.

Manutencgdo - Em caso de erros e perca de conexdo serd comunicado pela infraestrutura, o passo a passo para resolver é o que serd
documentado abaixo.

Manutenc¢do do Suporte de Maquinas - 3



*
MA_SM-04 Cédigo Re
MA_SM- v _
Nome do documento . . 04 01 |
INSTALACAO E MANUTENCAO DO WAZUH TRIBUNAL DE CONTAS
[0 Wazuh Agent Manager X

Manage View Help

~Wazuh v4.4.1-
Agent: DSK-005876-DTI (440) - any
Status: Running

Manager IP: 172.20_12.7
Authentication key: |NDQwIERTSy0wMDU4NzYlRF

Save I Refresh |

https://wazuh.com  Revision 40406

Passo 1: Abra o programa de configuragéo - Vd em “C:\Program Files (x86)\ossec-agent” e execute o programa “win32ui.exe”

m Wazuh Agent Manager X
Manag@Help

Wiazuh w4, 4.1

Agent; DSE-005876-DTI (440) - any

Statuz: Running

b anager |P: 172201279

Authentication key: IN DAwWERTSyOwkd DL AN IRF

Save | Refrezh

https:/fwazuh.com |Re1.-'i sicn 40406

Passo 2: Abra as configuragdes - Para isso va em “View” e abra “View Config”
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INSTALAGCAO E MANUTENGCAO DO WAZUH DO ESTABO DO ACRE

7 ossec.conf - Bloco de Notas

Arquive  Editar Formatar Exibir  Ajuda

-

Wazuh - Agent - Default configuration for Windows

More info at: https://documentation.wazuh.com

: https://groups.google. com/forum/#! forum/wazuh

<ossec_config>

<client>
<server>
<address>172.20.12.79</address>
<port>1514</port>
<protocol>tcp</protocol>
</server>
<config-profile>windows, windows18</config-profiles
<config-profile>windows, windows18</config-profiles
<crypto_method>aes</crypto_method>
<notify_time>18</notify_time>
<time-reconnect>60</time-reconnect>
<auto_restartryes</auto_restart>
<enrollment>
<enabled>yes</enabled>
<manager_address>172.20.12.79</manager_address>
<manager_address>172.20.12.79</manager_address>
</enrollment>
<enrollment>
<enabled>yes</enabled>
<manager_address>172.20.12.79</manager_address>
</enrollment>
</client>

<!-- Agent buffer options -->
<client_buffers
<disabled»no</disabled>
<anane <izesSARARC /ansne cizas e
>

Ln1, Col1 100%  Windows (CRLF) UTF-8

Passo 3: Edite as configuragées em protocolo - Procure pela linha “Protocol” e se estiver como “udp” passe pdra “tcp”
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